Abstract. Cryptographic Boolean functions should have large distance to functions with simple algebraic description to avoid cryptanalytic attacks based on successive approximation of the round function such as the interpolation attack. Hyper-bent functions achieve the maximal minimum distance to all the coordinate functions of all bijective monomials. However, this class of functions exists only for functions with even number of inputs. In this paper we provide some constructions for Boolean functions with odd number of inputs that achieve large distance to all the coordinate functions of all bijective monomials.
Introduction
Several cryptanalytic attacks on block ciphers are based on approximating the round function (or S-box) with a simpler one. For example, linear cryptanalysis [13] is based on approximating the round function with an affine function. Another example is the interpolation attack [10] on block ciphers using simple algebraic functions as S-boxes and the extended attack in [11] on block ciphers with probabilistic nonlinear relation of low degree.
Thus, cryptographic functions used in the construction of the round function should have a large distance to functions with simple algebraic description. Along this line of research , Gong and Golomb [9] introduced a new S-box design criterion. By showing that many block ciphers can be viewed as a non linear feedback shift register with input, Gong and Golomb proposed that Sboxes should not be approximated by a bijective monomial. The reason is that, for gcd (c, 2 N − 1) = 1, the trace functions T r(ζx c ) and T r(λx), x ∈ GF (2 N ), are both m-sequences with the same linear span. For Boolean functions with even number of input variables, bent functions achieve the maximal minimum distance to the set of affine functions. In other words, they achieve the maximal minimum distance to all the coordinate functions of affine monomials (i.e., functions in the form T r(λx) + e) ). However, this doesn't guarantee that such bent functions cannot be approximated by the coordinate functions of bijective monomials (i.e., functions in the form T r(λx c ) + e, gcd (c, 2 N − 1) = 1). At Eurocrypt' 2001, Youssef and Gong [19] introduced a new class of bent functions which they called hyper-bent functions. Functions within this class achieve the maximal minimum distance to all the coordinate functions of all bijective monomials.
In this paper we provide some constructions for Boolean functions with odd number of inputs that achieve large distance to all the coordinate functions of all bijective monomials. Unlike the N even case, bounding the nonlinearity (NL) for functions with odd number of inputs, N , is still an open problem. For N = 1, 3, 5 and 7, it is known that max NL = 2
However, Patterson and Wiedemann [15] , [16] showed that for N = 15, max NL ≥ 16276 = 16384 − . It should be noted that our task, i.e., finding functions with large distance to all the coordinate functions of all bijective monomials, is far more difficult than finding functions with large nonlinearity. For example, while the (experimental) average nonlinearity for functions with N = 11 and 13 is about 941 and 3917 respectively, the (experimental) average minimum distance to the coordinate functions of all bijective monomials is about 916 and 3857 respectively.
We conclude this section with the notation and concepts which will be used throughout the paper. 
. This is the so-called the Hamming weight of s whether s is a periodic binary sequence or a function from GF (2 N ) to GF (2). -S denotes the set of all binary sequences with period r|2 N − 1. -F denotes the set of all (polynomial) functions from GF (2 N ) to GF (2).
Preliminaries
The trace representation of any binary sequence with period dividing 2 N − 1 is a polynomial function from GF (2 N ) to GF (2) . Any such polynomial function corresponds to a Boolean function in N variables. This leads to a connection among sequences, polynomial functions and Boolean functions. Using this connection, pseudo-random sequences are rich resources for constructing functions with good cryptographic properties.
Any non-zero function f (x) ∈ F can be represented as
is the set of coset leaders modulo 2 N − 1, t i is a coset leader of a cyclotomic coset modulo 2 N − 1, and m ti |N is the size of the cyclotomic coset containing t i . For any sequence a = {a i } ∈ S, there exists
where α is a primitive element of E. f (x) is called the trace representation of a.
( a is also referred to as an s-term sequence.) If f (x) is any function from E to F, by evaluating f (α i ), we get a sequence over F with period dividing 2
is a one-to-one correspondence between F and S through the trace representation in (1). We say that f (x) is the trace representation of a and a is the evaluation of f (x) at α. In this paper, we also use the notation a ↔ f (x) to represent the fact that f (x) is the trace representation of a. The set consisting of the exponents that appear in the trace terms of f (x) is said to be the null spectrum set of f (x) or a.
then a is an m-sequence over F of period 2 N − 1 of degree N . (For a detailed treatment of the trace representation of sequences, see [14] ).
Extended Transform Domain Analysis for Boolean Functions
The Hadamard transform of f : E → F is defined by [1] 
The Hadamard transform spectrum of f exhibits the nonlinearity of f . More precisely, the nonlinearity of f is given by
which indicates that the absolute value off (λ) reflects the difference between agreements and disagreements of f (x) and the linear function T r(λx). Only bent functions [17] have a constant spectrum of their Hadamard transform. Gong and Golomb [9] showed that many block ciphers can be viewed as a non linear feedback shift register with input. In the analysis of shift register sequences [4] , all m-sequences are equivalent under the decimation operation on elements in a sequence. The same idea can be used to approximate Boolean functions, i.e., we can use monomial functions instead of linear functions to approximate Boolean functions. Gong and Golomb [9] introduced the concept of extended Hadamard transform (EHT) for a function from E to F. The extended Hadamard transform is defined as follows.
Definition 1. Let f(x) be a function from
where λ ∈ E and c is a coset leader modulo 2 N − 1 co-prime to 2 N − 1.
Then we callf (λ, c) an extended Hadamard transform of the function f .
Notice that the Hadamard transform of f , defined by (3), isf (λ, 1). The numerical results in [9] show that, for all the coordinate functions f i , i = 1, · · · , 32 of the DES s-boxes, the distribution off i (λ, c) in λ is invariant for all c.
Thus a new generalized nonlinearity measure can be defined as
This leads to a new criterion for the design of Boolean functions used in conventional cryptosystems. The EHT of Boolean functions should not have any large component.
In what follows we will provide constructions for Boolean functions with large distance to all the coordinate functions of bijective monomials. The construction method depends on whether N is a composite number or not.
Case 1: N Is a Composite Number
Let N = nm where n, m > 1. Let b = {b j } j≥0 be a binary sequence with
In the following, we derive some bounds on NLG(g) in terms of v.
Lemma 1. With the above notation, we have
Proof. Throughout the proof, we will write δ(τ ) as δ for simplicity. The sequence a can be arranged into a (q − 1, d)-interleaved sequence [8] . Thus a can be arranged into the following array
where A i 's are columns of the matrix. Similarly we can arrange the sequence b in the following array
In the array A, there are
zero columns (See Lemma 1 in [18] ). If there are δ zero columns corresponding to the indices of the 1's in {b i }, then they contribute δ(q − 1) 1's. Thus we have
Since A i 's are m-sequences, then for all the non-zero A i 's we have w(
where i, j ∈ {0, 1} and
Note that
Hence we have
which proves the lemma.
Theorem 1. With the notation above, if v
Proof.
Note that δ ≤ r =
By noting that n > 1 then d − 1 > q and hence
which proves the theorem.
Using the construction above for N = 9, m = n = 3 we get NLG = 220. It is clear that, in order to maximize NLG, we should minimize d = 
Case 2: N Is a Prime Number
If N is a prime number then the above sub-field construction is not applicable. This case is further divided into two cases depending on whether 2 N − 1 is a prime number or not.
Case 2.1: 2 N − 1 Is a Prime Number
In this case, we base our construction on the Legendre sequence. Let γ be a primitive root of a prime p, then the Legendre sequence (also called quadratic residue sequence) of period p, p ≡ 3 (mod 4),is defined by
Note that for N ≥ 2 we always have 2 N − 1 ≡ 3 mod 4. The properties of Legendre sequences have been extensively studied (e.g., [2] , [5] , [6] , [12] ). In here we are concerned with the following fact:
Fact 1 If a Legendre sequence of period p ≡ 3 mod 4 is decimated with d then the original sequence is obtained if d is a quadratic residue mod p, and the reverse sequence is obtained if d is non-quadratic residue mod p.
This fact can be easily explained by noting that the Boolean function corresponding to Legendre sequence has the following trace representation [12] 
where QR denotes the set of quadratic residue mod 2 N − 1.
Example 1. Let p=7, then a = {1110100} The sequences a (d) obtained by decimating a with d are given by
Note that a (1) = a (2) = a (3) since 1, 2, 4 are quadratic residue mod 7. Also a (3) = a (5) = a (6) are the same since since 3, 5, 6 are quadratic non-residue mod 7.
The following property follows directly from Fact 1.
Property 1.
Let f ↔ a where a is a Legendre sequence. Then we have
where g ↔ a (c) and c is any quadratic non-residue modulo 2 N − 1. Table 1 shows NLG of the functions obtained from this construction. In this case, we set f (0) = 1. If we set f (0) = 0 then we obtain balanced functions for which NLG is 1 less than the values shown in the table. Table 2 shows NLG versus NL distribution for N = 5. It is clear that our Legendre sequence construction achieves the maximum possible NLG. Table 3 shows the same distribution for balanced functions. For N = 7 we searched all functions in the form [7] f (x) =
where Ω(2 N − 1) is the set of coset leaders mod 2 N − 1 and n c is the size of the coset containing c. Table 4 shows NLG versus NL distribution for this case. Table  5 
Conclusions and Open Problems
In this paper we presented some methods to construct functions with odd number of inputs which achieve large minimum distance to the set of all bijective monomials. However, since a a general upper bound on NLG is not known, it is interesting to search for other functions that outperform the constructions presented in this paper. Finding NLG of functions corresponding to the Legendre sequences is another interesting open problem.
